























w00y e
c
3 |
S 80.0
~
1]
c
k=]
¥=
© -l
S 60.0
>
=
S
E |
% 40.0
— O-BankAccount
8 O-MySQL-extract
c ~LogProc&Sweep
3 -StringBuffer
5 20.07 x-CircularList
o + Apache-extract
<>-BankAccount2
¥ LogProc&Sweep2
® CircularList2
o

0 1000

2000

3000 4000 5000
chunk size (insns)

6000 7000 8000

Figure 10. Experimental data on the natural hiding of atomicity
violations with implicit atomicity for various chunk sizes and bug
kernels. Points show empirical data, curves show data predicted
by our analytical model (Pride).

6.2. Active Hiding with Smart Chunking

In this section, we assess how Atom-Aid improves the hid-
ing capabilities of implicit atomicity with smart chunking. Fig-
ure 11(a) shows the percentage of atomicity violations hidden by
Atom-Aid for each bug kernel as the chunk size increases, whereas
Figure 11(b) contrasts the hiding effects of Atom-Aid with plain
natural hiding of implicit atomicity for real applications.

Our results show that Atom-Aid is able to hide virtually 100%
of atomicity violation instances present in our benchmarks, includ-
ing the real applications, with chunk sizes of only 4,000 dynamic
instructions. Even with smaller chunk sizes, Atom-Aid hides the
majority of atomicity violation instances. Notable exceptions are
Apache-extract and the three bug kernels with artificially larger
atomicity violations. As explained in Section 6.1, these larger atom-
icity violations cannot be hidden by smaller chunks. Apache-extract
suffers from early chunk breaks, which decrease the chance of hid-
ing atomicity violations when smaller chunk sizes are used. How-
ever, the problem disappears when chunk sizes reach 4,000 dynamic
instructions because chunks become large enough to enclose both
the access that caused an early break and the actual atomicity vio-
lation in its entirety, and thus hide it completely.

Overall, Atom-Aid’s smart chunking algorithm is capable of
hiding a much higher percentage of atomicity violation instances
than just natural hiding. Moreover, Atom-Aid reduces the num-
ber of exposed atomicity violation instances by several orders of
magnitude when compared to current commercial systems — i.e.
hides more than 99% of atomicity violation instances in virtually
all workloads.

6.3. Characterization and Sensitivity

Table 4 characterizes Atom-Aid’s behavior by providing data
collected from each of the bug kernels. We only use kernels in this
study, as opposed to real applications, because they provide a more
controlled environment for our measurements and they run faster.

Columns 2 and 3 reproduce data from Figures 10 and 11, re-
spectively. They show the percentage of hidden atomicity viola-
tions with natural hiding and smart chunking for a chunk size of
4,000 dynamic instructions. Again, while about 67% of atomicity
violations are hidden naturally on average, smart chunking is able
to hide virtually 100% of them.

Column 4 (% Smart Chunks) shows what fraction of chunks are
created by the smart chunking algorithm as the program executes,
while Column 5 (% Unnecessary Smart Chunks) shows what per-
centage of these additional chunks does not help hide atomicity vi-
olations. % Unnecessary Smart Chunks is large for some work-
loads, showing that Atom-Aid may often create chunks unneces-
sarily. However, % Smart Chunks is typically low, so even if it
creates many unnecessary chunks, Atom-Aid still adds only a small
fraction of all chunks. This implies Atom-Aid is unlikely to have
noticeable impact on performance [6].

Columns 6 and 7 illustrate the behavior of Atom-Aid’s atomic-
ity violation detection algorithm. Column 6 (chunkBreakSet Size)
shows how many distinct data addresses, at a line granularity, are
identified as involved in a potential atomicity violation. Atom-Aid’s
algorithm selects, on average, only four data items as being po-
tentially involved in an atomicity violation. Column 7 (# Break
PCs) shows how many distinct static memory operations in the code
caused Atom-Aid’s smart chunking algorithm to break a chunk. On
average, it breaks chunks in only three places in the program. These
results show that Atom-Aid is quite selective at identifying data ad-
dresses and points in the program that are potentially involved in
atomicity violations. These can be reported to a programmer who
in turn has reasonably precise information about the potential atom-
icity violation and can use it to debug the application. We further
explore this aspect of Atom-Aid in Section 6.4.

So far, we have discussed data on an implementation of Atom-
Aid that exclusively uses hardware signatures for disambiguat-
ing chunks, detecting chunk interleaving and maintaining the
chunkBreakSet. Exact Atom-Aid corresponds to the behavior of a
non-signature based implementation of Atom-Aid. For that, all sig-
natures in the design presented in Section 4.3 are simulated ideally
as unlimited size exact sets — there is no aliasing when detecting
potential violations or when determining if a memory address is in
the chunkBreakSet and a chunk should be broken. We present these
results in the group of columns entitled Exact Atom-Aid in Table 4.
The behavior of the exact implementation of Atom-Aid would be
similar to the behavior of an implementation that uses cache tag ex-
tensions as a way of keeping the sets of addresses (see Section 4.3).

First and most important, % Hidden for the exact implemen-
tation (Column 8) is practically the same as % Hidden for the
signature-based implementation (Column 3), showing that the im-
pact of signature impreciseness on the effectiveness of Atom-Aid is
negligible. As expected, % Smart Chunks (Columns 4 and 9) is, on
average, higher for the signature-based Atom-Aid, since aliasing in
signatures causes chunks to be broken more frequently. However,
the difference is small. The same phenomenon is also reflected in
the percentage of unnecessary smart chunks (Columns 5 and 10),
which is significantly lower for Exact Atom-Aid. As noted previ-
ously, however, this has negligible impact on performance.
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(a) Bug kernels.

(b) Real applications. Chunks of 4,000 instructions.

Figure 11. Average percentage of atomicity violations hidden by Atom-Aid. Error bars show the 95% confidence interval.

Natural Signature-Based Atom-Aid Exact Atom-Aid
% Smart | % Unnecessary | chunkBreakSet | # Break % Smart | % Unnecessary
Bug Benchmark || % Hidden || % Hidden | Chunks | Smart Chunks Size PCs % Hidden | Chunks | Smart Chunks
Apache-extract 75.77 99.03 4.4 79.4 5 3 99.94 1.1 16.7
BankAccount 97.84 99.99 12.5 75.2 4 3 99.99 6.4 50.4
BankAccount2 39.6 100.00 11.7 74.8 4 3 100.00 6.1 49.6
CircularList 71.14 99.95 12.5 0.0 2 2 99.95 12.5 0.0
CircularList2 9.92 99.90 11.1 0.1 2 2 99.90 11.1 0.1
LogProc&Sweep 93.14 99.88 12.4 0.2 11 4 99.89 12.4 0.4
LogProc&Sweep2 37.64 99.73 11.0 0.1 2 2 99.78 11.0 0.1
MySQL-extract 91.89 100.00 18.8 46.1 3 6 100.00 18.7 45.6
StringBuffer 86.21 100.00 6.2 0.0 3 2 100.00 6.2 0.0
[ Average [[ 6702 [[ 9983 [ 112 | 306 | 4 [ 3 J[ 9994 ] 95 ] 18.1 1]

Table 4. Characterization of Atom-Aid for both the signature and non-signature implementations.

6.4. Debuggability Discussion

Showing that Atom-Aid is able to hide almost all atomicity
violation instances demonstrates that the algorithm inserts chunk
boundaries in the appropriate places. Atom-Aid is also able to re-
port the program counter (PC) of the memory instruction where
chunk boundaries were automatically inserted. Since these places
in the program are the boundaries of potentially buggy or missing
critical sections, they can be used to aid the process of locating bugs
in the code. While a detailed analysis of a complete debugging tool
is outside the scope of this paper, we were able to use the feed-
back from Atom-Aid to locate the code for the bugs in MySQL and
Apache used in past work on bug detection [16, 30], and even detect
a new bug in XMMS.

We used the following process to locate bugs: (i) collect the set
of PCs where chunk boundaries were inserted; (ii) group PCs into
the line of code and function in which they appear; and, finally,
(iii) traverse the resulting list of functions, from most frequently
appearing to least, and then examine the lines of each function, from
the most frequently appearing line to least. Using this process, we
were able to locate bugs by inspecting a relatively small number of
points in the code.

Table 5 shows some data on our experience of finding atomic-
ity bugs in real applications. The first group of columns (Program
Totals) shows the total number of files, functions, and lines of code
for the entire application. The second group (Chunk Break Points)
shows the number of files, functions and lines of code for which
Atom-Aid broke chunks while the application executed. The third
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group (# of Inspections) shows the number of files, functions and
lines of code we had to inspect before we located a bug.

For Apache, only 85 lines of code in 6 files need to be inspected
to locate the bug. For MySQL, this number is larger (more than
300), but MySQL has a larger code base, with almost 400,000 lines
of code. We identified a bug in XMMS that was not previously
known' after inspecting only 9 lines of code. Overall, the informa-
tion provided by Atom-Aid is useful in directing the programmer’s
attention to the right region of code, even if using a simple heuristic
like the one we present here. However, we feel that more sophisti-
cated techniques could result in even more effective methods.

Program Totals Chunk Break Points # of Inspections
Files | Func. | Lines [| Files | Func. | Lines || Files | Func. | Lines
Apache || 729 | 3361 | 290k 52 206 | 956 6 8 85
MySQL || 871 | 15231 | 394k 44 228 681 27 84 353
XMMS || 268 | 1368 | 8lk 7 23 42 2 4 9

Table 5. Characterization of the bug detection process for real
applications using Atom-Aid.

7. Related Work

Atom-Aid is a hardware-supported mechanism to detect and sur-
vive atomicity violations. While there is significant amount of work
on concurrency bug detection, survival is not widely discussed.

IThe XMMS project leads were contacted regarding the bug. However,
no feedback was received by the time the final version of this paper was
submitted.



The most relevant prior work on hardware support for atomicity
violation detection is AVIO [16]. AVIO uses training runs to extract
interleaving invariants and then checks if these invariants hold in fu-
ture runs. AVIO monitors interleaving by extending the caches and
leveraging the cache coherence protocol. Atom-Aid monitors inter-
leavings differently, by leveraging hardware signatures. In addition,
Atom-Aid monitors potential violations (ones that might not have
necessarily happened), does not distinguish training from detection,
and leverages implicit atomicity to survive concurrency bugs.

Serializability Violation Detection (SVD) [30] uses a heuristic
to infer potential critical sections based on data and control de-
pendences with the goal of determining if they are unserializable.
In [30], the authors briefly mention that their algorithm could pos-
sibly be implemented in hardware and envision bug avoidance via
global checkpoint and restart [21, 25]. Atom-Aid, like SVD, at-
tempts to infer critical section boundaries dynamically. However,
Atom-Aid uses memory access history and interleaving to detect
potential violations and its bug avoidance relies only on dynam-
ically making the potential violation atomic, not requiring global
checkpoint and restart.

ReEnact [20] is another hardware proposal that targets concur-
rency bugs. However, it focuses on identifying and surviving data-
races only, not atomicity violations, as Atom-Aid does. It discusses
attempting to automatically repair data-races based on a library of
race patterns.

There has been substantial work on hardware-supported TM
systems [12, 14, 18, 22], as well as languages with new constructs
for atomicity [4, 7, 13, 27]. Note that Atom-Aid can also be ap-
plied to these new proposals because all of them are still subject to
atomicity violations caused by the programmer specifying incorrect
atomicity constraints.

8. Conclusion

With parallel programming going mainstream, it is inevitable
that programmers will have to deal with concurrency bugs, as such
bugs are very easy to introduce and very difficult to remove. For
these reasons, we believe that multiprocessor systems should not
only help detect bugs but also survive them. Atomicity violations
are acommon and challenging category of concurrency bugs as they
are often the result of incorrect assumptions about atomicity made
by the programmer.

In this paper, we have shown that implicit atomicity has the
property of naturally hiding some atomicity violations by signifi-
cantly reducing the degree of memory operation interleaving. We
justify this observation with a probability analysis and extensive ex-
perimental data. Building on top of this observation, we proposed
Atom-Aid, a new approach to detecting potential atomicity viola-
tions and proactively choosing chunk boundaries to avoid exposing
the violations, without requiring any special program annotation or
global checkpointing mechanism.

In our evaluation of Atom-Aid using both kernels of known bugs
from the literature and full applications such as MySQL, Apache,
and XMMS, we show that Atom-Aid reduces the chance that an
atomicity violation will lead to wrong program behavior by several
orders of magnitude, in some cases hiding 100% of the atomicity
violations. We also show that the information derived by Atom-Aid
to guide chunk boundary placement can be used to aid debugging
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efforts. We believe Atom-Aid is a meaningful step toward a system
that offers both resilience to and detectability of concurrency bugs.
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